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Abstract

Reconfiguration is the task of recovering a valid
system state after an error has occurred, which led
to an invalid system state. Especially for hybrid
systems, identifying the necessary changes to re-
store valid system functioning is challenging: Hy-
brid systems contain continuous and discrete vari-
ables, leading to an infinite search space which,
in addition, suffers from combinatorial explosion.
Existing approaches to the reconfiguration prob-
lem mostly require a pre-definition of faults and
a large amount of expert knowledge and thus, en-
able the system to adapt only to known faults.
This paper presents a novel approach which does
not need a pre-definition of faults such that the
system is enabled to adapt even to unknown faults.
It works on an representation of the reconfigura-
tion problem in a logical calculus. Therefore, the
hybrid system is modeled in first-order logic. To
integrate continuous variables, which have infinite
domains, they are discretized using intervals. The
approach is shown to reconfigure faults on sim-
ulated systems from process engineering. This
way, the reconfiguration problem of hybrid sys-
tems can be modeled and solved efficiently.

1 Introduction
Hybrid systems offer many possibilities to adapt to changed
circumstances like alternative paths or parameter settings.
However, the full potential often is not reached since the
control software mostly handles only a predefined set of
faults with predefined reconfiguration instructions [1]. Such
that the control is adaptable also to unforeseen faults, it
needs to identify the necessary changes to reconfigure the
system while the system is operating. However, there are
some aspects making this challenging: Hybrid systems have
an infinite state space consisting of continuous and discrete
variables, which lead to a combinatorial explosion since the
number of discrete combinations rises exponentially with
the number of variables. Logic can be used to handle the
problem of combinatorial explosion [2]. Using logical con-
straints, the space of valid discrete combinations is reduced
extremely, such that a suitable solver. e.g. a SAT solver,
often can solve the problem in a short time even though the
runtime rises exponentially with the number of variables for
the worst case.

However, explicitly modeling a hybrid system in logic re-
quires a large amount of manual efforts and expert knowl-
edge, which is hardly available [3]. Until now, only few
approaches to the automated reconfiguration of hybrid sys-
tems has been published [4]. Existing solutions rely on cre-
ating a single, static system model that is only applicable
to a predefined set of faults. But for hybrid systems pre-
dicting every possible fault often is not possible since they
operate in a non-deterministic environment [5]. The lack
of an existing solution comes from some unsolved research
challenges, three of which follow.

RQ1: What is a suitable model of a hybrid system for the
task of reconfiguration? Since creating a logical model from
expert knowledge is not possible for most cases, a model is
needed that on the one hand is expressive enough to per-
form reconfiguration, and on the other hand can be gener-
ated from available information (e.g. a topology description
from a P&ID). Existing models like hybrid automata [6] or
state space representations [7] which can be learned are not
expressive enough for reconfiguration: A model suitable for
reconfiguration (1) needs to be suitable with the binary con-
cept of valid and invalid behavior and (2) needs to include
information about the impacts of changing input variables
on the system variables such that a valid state is recovered.
Therefore, not only the information about the coherence be-
tween an input and a state variable like it is used for diagno-
sis is needed [5], but also the direction (increase/decrease)
that the state variable is changed to.

RQ2: How can the continuous variables be suitably dis-
cretized such that reconfiguration can be performed effi-
ciently? Explicitly modeling reconfiguration instructions
for every possible state of the hybrid system is not feasi-
ble since the state space in general is infinite. Discretization
can be used to separate continuous data into a finite num-
ber of intervals and thus reduce the complexity of the spe-
cific problem. Interval-based methods have been shown to
improve the performance of various learning methods [8]
. However, for reconfiguration, intervals do not only need
to group similar values but also contain qualitative infor-
mation about validity, i.e. if the interval contains valid or
invalid values. Until now, no research has been done on the
generation of intervals for reconfiguration.

RQ3: Are gradients of the state variables necessary to
handle the system dynamics? The behavior of hybrid sys-
tems in general is dynamic, i.e. the consequences of a
change do not manifest directly but evolve over time. This
has impact on the decision of a reconfiguration method since
the consequences of a reconfiguration may manifest later.



Gradients of state variables give information about the di-
rection the state variables evolve and thus, can give informa-
tion if validity will be recovered after a fault has occurred.
However, since reconfiguration works on a system abstrac-
tion, a prediction of future system states using the gradient
can lead to an explosion of the state space: Various possi-
ble future system states, including the correct one but also
numerous incorrect states may be predicted [9]. Therefore,
this research question addresses the need and value of inte-
grating the gradient into the reconfiguration approach.

The main contribution of this paper is twofold: (1) A
novel modeling formalism of hybrid systems in a first-order
logic (FOL) such that reconfiguration can be performed ef-
ficiently is presented. The system description can be drawn
from a topology description of the system such that the need
for expert knowledge is reduced. An integration of continu-
ous values into this calculus using interval decomposition to
enable reconfiguration is presented. The resulting formula
is satisfiable if and only if the reconfiguration problem has a
solution; (2) The need of gradients to model the dynamic
system behavior is examined by evaluating the gradient-
based solution approach using examples from process en-
gineering.

The paper is structured as follows: First, the existing
methods for control and reconfiguration of hybrid systems
are discussed. After that, the problem is formalized and
the solution approach is presented. Then, the approach is
evaluated using representative hybrid systems from process
engineering. Finally, a conclusion is given.

2 Related Work
Models of Hybrid Systems
There are many approaches to represent hybrid systems like
hybrid automata [6], state space representations [7], or for-
mulations in logic [10]. However, such that reconfigura-
tion can be performed efficiently, the creation of the system
should be possible from available information, e.g. the sys-
tem topology, and the model should be suitable with a binary
definition of valid behavior.

Tsude et al. [7] discussed reconfiguration strategies for
hybrid systems based on a state space representation of the
system. Thus, the control was enabled to recover from faults
using physical redundancy. However, due to the usage of
an explicit model, large optimization problems need to be
solved continuously.

In the field of automated planning, a hybrid system is de-
scribed in terms of states, actions and events [11]. For ev-
ery possible action and event, the preconditions and effects
need to be defined. Crawford et al. [12] presented a concept
for the online reconfiguration of manufacturing systems us-
ing automated planning, enabling the systems to adapt to
both, changing external circumstances and faults Grastien
[13] chose a finite state machine as a system description
and solved the reconfiguration problem using a combination
of automated planning and model-based diagnosis (MBD).
However, using planning to solve reconfiguration problems
requires the creation of an explicit system model from ex-
pert knowledge, which, however, is not available in most
cases.

The goal of fault-tolerant control (FTC) is to enable a sys-
tem to accommodate faults using methods from control the-
ory. Therefore, a state-space representation of the system is
used and an optimal adjustment for known faults is searched

[14]. Thus, actuator and sensor faults can be handled. How-
ever, FTC approaches are mainly based on a fixed system
model. Major system changes or perturbances like a failing
system component require a new system model which leads
to high modeling efforts [15].

MBD is a task closely related to the task of reconfigura-
tion. The challenge how to model a hybrid system has been
addressed by Matei et al. [3] and Stern et al. [5]. Both
approaches rely on a combination of a learning method and
information about the system topology. Thus, the complex
behavior of the hybrid system is represented and structural
information is used to represent the causal coherences of
the system. These approaches have shown that the system
topology serves well at delivering information about causal
coherences and creating a qualitative system representation.
Hence, we choose a similar approach for the problem of au-
tomated reconfiguration. However, for the task of reconfig-
uration, not only the fact that a variable has a wrong value
needs to be known but also if the variable needs to be de-
creased or increased to recover a valid value. In addition, the
impact of input variables on the state variables needs to be
modeled such that reconfiguration is enabled to identify the
changes necessary to recover a valid state. Thus, we present
an adaption of the existing modeling formalisms. The for-
malism includes the handling of continuous variables but
works on an abstraction of the system such that the efforts
for solving the reconfiguration problems are reduced.

Interval Decomposition
Applying interval decomposition to continuous data has
shown to improve the performance of optimal control meth-
ods [16] and different learning methods [8]. Continuous
data can be decomposed into discrete intervals using naive
methods like equal-width or equal-frequency decomposi-
tion, statistics-based methods, information maximization
based methods [8], and entropy-based methods [17]. All of
these approaches use interval decomposition to group simi-
lar values to improve the performance of methods from ma-
chine learning. However, for reconfiguration, suitable in-
tervals must be assigned with qualitative information about
the validity of the values in the interval, i.e. which inter-
vals indicate valid and which invalid behavior. None of the
existing methods aims at separating non-faulty from faulty
intervals.

Gradients
Kuipers established the field of Qualitative Simulation (QS)
in that a system is abstracted to a qualitative differen-
tial equation system [18]. Therefore, real variables are
separated into intervals and information about variable
monotony is used to predict future system states. Thus, also
the behavior of systems for which just few expert knowledge
is available can be simulated. However, due to the high sys-
tem abstraction QS may predict various system behaviors,
even incorrect ones [19]. Our approach also works on an ab-
straction for that monotony information in form of the sign
of the gradient is used, but no simulation of the system is
done. Instead, the gradient information is used to determine
if the value of a variable will be higher or lower at a future
point of time.

Gradients have also been used in diagnosis to integrate in-
formation about dynamic system behavior allowing for the
diagnosis of incipient faults [20]. However, calculating the
gradient from historical data suffers from system noise. Our
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Figure 1: Running Example: The system contains two
tanks, two heating elements, two cooling elements and two
connecting pipes. Every tank has an inflow with either hot
(90 degree) or cold (20 degree) fluid and an outflow.

approach also uses information about the gradient to draw
conclusions about the dynamic behavior but omits to calcu-
late the gradient explicitly but relies solely on the sign.

3 Problem Formalization
Following, the problem of reconfiguration of hybrid systems
is formalized in an analogously to the formalization of di-
agnosis given by Feldman et al. [21]. The two-tank sys-
tem in Figure 1 serves as a running example. The system is
an adaption of the Titration and Neutralisation Plant which
has already been used for the evaluation of reconfiguration
methods [15]. In tank T1, two heating units, H1 and H2,
are placed. In tank T2, two cooling units, C1 and C2, are
placed. The tanks each have one external inflow, v01 and
v02, and are connected via pipes which can be controlled
by the pumps p21 and p12. These pumps can either be run
on half or full power, or close the connection completely.
The temperature and fluid level are measured in each tank.
The goal of the system is to deliver fluid between 65 and
75 degrees through v10 and fluid between 10 and 20 degrees
through v20 while keeping the fluid level in each tank be-
tween 30 and 40.

To perform reconfiguration a description of the hybrid
system to draw conclusions about the impact of changing an
input variable and a definition of valid behavior is needed.
In this paper, hybrid systems that can be described by a DAE
in the form

0 = F (ẋ,x,u, t),y = H(x,u, t) (1)
where x describes state variables, u describes input vari-
ables, y describes output variables, and t describes the time
are considered. It is assumed that the function H is invert-
ible such that the values of the state variables x can be calcu-
lated from the output variables y (full observability). There-
fore, in the following, x is handled as a vector of known
values.

In this approach, the input variables u are discretized such
that they can be represented by binary variables b since the
task is not to control a system in an optimal way but to re-
store a valid state. Therefore, exact numerical values mostly
are not necessary [15]. For example in the tank system, the
goal is not to reach one exact water level but to recover from
a water level causing damage to the system. Therefore, the
pumps and valves do not need to be controlled in an optimal
way, which would require very detailed numerical informa-
tion, but a binary on-off control to reach the valid interval
again is suitable. Following, b denotes the vector of binary
input variables, B denotes the set of these. X denotes the
set of state variables.

Definition 1. A system description SD is a formula in FOL
over the input variables B and state variables X .

Given a set of variables V , an assignment α : V → R
is a function that maps a value to all variables in V . Thus,
observation of the system variables can be represented by
assignments. Such that a reconfiguration method is able to
distinguish between valid and invalid system states, a defi-
nition of validity is required.

Definition 2. Given an assignment αX to the state variables
X a definition of validity w is a function w : αX → {>,⊥}
which returns > if the state is valid and ⊥ if the state is
invalid.

A fault is a disturbance that leads from a valid to an in-
valid state. In this approach actuator faults (like a pipe
stuck), internal system faults (like a leaking tank), and ex-
ternal faults (like a cold environment leading to a cooling
of the water) are considered. However, sensor faults which
lead to faulty output values are not handled, the outputs are
assumed to represent the current system state.

The task of a reconfiguration method is described as given
an assignment to the state variables, e.g. current sensor mea-
surements, the goal is to find a truth assignment to the in-
put variables that restores valid behavior. However, the sys-
tem often cannot be recovered from a valid state directly but
some time delay is needed. Hence, a reconfiguration prob-
lem can be formalized as following:

Definition 3. A hybrid reconfiguration problem HRP is
defined as a tuple (B,X, SD,w, αB , αX) where here SD is
a system description over the input variablesB and the state
variables X , w is a definition of validity, αB is an assign-
ment toB, and αX is an assignment toX withw(αX) = ⊥.
The solution to a HRP is an assignment α∗B to the input
variables of the HRS that changes the system to a valid
state in a finite time t∗, so w(α∗X) = > where α∗X are the
observed state variables from the system with input α∗B after
time t∗.

4 Solution Approach
In process plants, even if there are errors, the end product
often can still be produced as before using physical redun-
dancies, e.g. by using a second reactor. Or, in other cases,
at least a safe state can be reached. For this, first the in-
valid system state has to be detected (using the definition of
validity w), then the alternative production route has to be
implemented by switching valves, pumps and reactors (us-
ing the inputs B).

Figure 2 shows the main challenges of reconfiguration for
hybrid systems: First, a system description needs to be ab-
stracted from the real world system. As described in RQ1
this description on the one hand needs to be suitable with
a binary concept of validity and on the other hand needs to
contain information about the impact of changing an input
variable on the state variables of the system. Logic allows
for modeling the binary concept of valid and invalid states
and has successfully been used for the similar problem of di-
agnosis. However, logical models in diagnosis only contain
the information that a variable has an impact on another one
[22]. For reconfiguration, also information how a variable
influences another is needed, e.g. in a positive or negative
way. Hence, in section 4.1 we present an extension of exist-
ing modeling approaches to enable reconfiguration.
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As presented in RQ2, infinite domains coming from con-
tinuous system variables need to be integrated into the log-
ical calculus. Here, a discretization of the state variables
using intervals is presented. Thus, the infinite domains are
reduced into a finite number of intervals. In addition, in-
tervals can be assigned with an ordinal relation encoding
information if the value is okay, too high or too low, which
is close to human intuition [23] (section 4.2). This simplifi-
cation is suitable since valid behavior in real-world systems
often is expressed in terms of valid intervals [24]. In con-
trast to QS the intervals here are not used for the simulation
of the system but only for the indication of valid and invalid
areas.

Since the task of reconfiguration is to recover a valid state
from an invalid one, a reconfiguration method always needs
to perform some kind of prognosis, i.e. a prediction how
changing system inputs will manifest in the future (see RQ3)
. Therefore, information about the gradient of the state vari-
ables is used (section 4.3). However, using the gradient has
some drawbacks: First, gradients are sensitive to system
noise. Second, the sign of the gradient is used to predict the
future direction of the state variables, which may be false
for dynamically changing systems [19]. However, in this
approach, only the sign of the gradient is used to predict if
the value in the next step will be higher or lower. Thus, the
impact of noise is reduced. And in contrast to QS, a progno-
sis is only done for the next time step and not for a complete
simulation. Hence, the risk of having improper predictions
and a state explosion is low.

The system, the definition of validity based on intervals,
the information from the prognosis, and the current system
values αB , αX are input to the solution algorithm (section
4.4). This algorithm determines updated input variables α∗B
and returns these to the hybrid system to recover a valid
state.

4.1 System Description
The system description consisting of a FO-formula en-
ables the reconfiguration method to determine the neces-
sary changes leading to a valid output. The binary variables
form the space of possible changes that can be initiated by
reconfiguration. Here, subformulas like bij → inc(xj)
and bij → dec(xi) form the system description where
dec(·), inc(·) are predicate symbols describing that the state
variable xi,xj ∈ X will increase/decrease when opening
the connection bij . Manually modeling these formulas re-
quires a large amount of expert knowledge which is hardly
available [3]. Other approaches like probabilistic graphical
models require failure probabilities for every system com-
ponent [25] which is also not available for most systems

[5].
One possible way is to gather these formulas from a state

space representation. However, the function F may not al-
ways be known. Hence, the presented approach relies on in-
formation about the system topology which is available for
most systems [5]. How to describe a system topology has
been discussed in the context of qualitative physics [26],
bond graph modeling [27], and cyber-physical production
systems [28]. Referring to these, the terms entity, compo-
nent and connection are defined in the following.

Systems process different kinds of materials or energies.
An electrical circuit for example processes electrical energy,
a tank system processes fluid and thermal energy. Even
though the materials differ, the systems underlie the same
principles [26].

Definition 4. An entity τ ∈ T describes one kind of mate-
rial or energy (e.g. fluid, electrical or thermal energy). Each
state variable xi is assigned to exactly one entity, thus enti-
ties create a partition on the set of state variables based on
their physical units. T denotes the set of all entities in a
system.

Definition 5. A component c is a constituent which stores
or processes energy/material of at least one entity. Math-
ematically seen, a component is described by a subset of
equations of (1). Since the number of equations and vari-
ables may be unbalanced for this subset, the unknown vari-
ables are inputs to the component. These input variables
are either input variables u of the overall system or output
variables ycj from connected components cj .

It is assumed that one component is assigned a maximum
of one state variable per entity (e.g. a tank may only have
one water level). xτ,c denotes the state variable of entity τ
and component c.

Definition 6. A connection is a constituent which connects
the variables corresponding to one entity τ of two compo-
nents c1, c2 by setting the sum of flow variables (e.g. elec-
trical current or a fluid flow) to zero fτ,c1 + fτ,c2 = 0 and
equating the potential variables (e.g. electrical voltage or
pressure) pτ,c1 = pτ,c2 .

In hybrid systems, there may be multiple connections be-
tween components (e.g. two pumps connecting the same
two tanks). Hence, the topology of a system is represented
by a multi-graph. The nodes represent system components,
the edges represent connections. The topology is separated
according to the entities of the system, e.g. one graph de-
scribing the fluid behavior and one graph describing the
temperature behavior.

To derive the formula describing the system, the connec-
tions of the system, that can be controlled (opened/closed),
are assigned with directions indicating the flow of en-
ergy/material. If opening a connection increases the state
variable of the corresponding component, it is modeled as
an ingoing edge, otherwise as an outgoing one. For the run-
ning example, the direction of the connection p21 is from
tank T2 to tank T1 since this is the flow of water when the
pump is activated. This direction usually can be drawn from
a process description or a system specification [28]. How-
ever, some edges might be used bi-directional, e.g. a valve
connecting two tanks where the flow direction depends on
the level of the tanks. To model these, the edge is split up to
two directed edges which are assigned constraints indicating
when the specified direction is valid.



Figure 3: Graph representing the temperature structure.

Each connection (i, j) is assigned with a binary variable
bij which is true if the connection is opened and false oth-
erwise. These binary variables form the set of input vari-
ables, i.e. the variables that can be manipulated by the re-
configuration method. For each connection, according to the
edges in the multi-graphs the formulas bij → dec(xτ,i) and
bij → inc(xτ,j) are drawn describing that by opening the
connection the state variable of the out-flowing component
is decreased and the state variable of the in-flowing com-
ponent is increased. Thus, for every connection of every
multi-graph, two formulas are drawn which together form
the system description.

Running Example The two-tank system processes two
entities, fluid and temperature. Thus, the system topology
is described by two directed multi-graphs. Figure 3 shows
the directed graph representing the temperature structure.
Connections which deliver cold material, and thus, decrease
the temperature in a component, are modeled as outgoing
edges, even though the fluid flow is in the opposite direc-
tion. The inflows v01, v02 are inflows from an external con-
stituent, which is represented by component 0 in the system.
The pumps can be either run on full or half power or shut
down completely. To model these using binary variables,
each opening state is modeled as an individual edge. Since
the pump can only be run on one opening state at the same
time, the constraint > →

⊕
k∈I b

k
ij where I describes the

set of opening states, is necessary.

4.2 Discretization using Intervals
As in control theory [14] and automated planning [11], re-
configuration needs information about the system goal to
distinguish between valid and invalid states. In consistency-
based diagnosis, non-faulty behavior is encoded by satisfi-
ability of a logical formula [29]. For reconfiguration, this
goal is defined by valid and invalid areas of the state vari-
ables (see Definition 2). Theoretically, this areas can take
every shape, even nonlinear ones. However, in real-world
systems, valid areas usually are represented using intervals
[24]. Hence, the presented approach works on validity de-
fined in intervals on output variables. There have been many
approaches to the decomposition of continuous variables
into intervals. However, the scope of these approaches is
to group similar data to improve the performance of learn-
ing methods. This differs from the scope of intervals needed
for reconfiguration. These intervals need to be assigned with
qualitative information, e.g. an ordinal relation allowing for
an intuitive interpretation of the value (e.g. too low, too high
or okay) [23]. Usually, this information comes from qual-
ity and safety requirements, physical limitations and process
specifications [28].

To integrate this information into FOL predicates en-
coding if a variable is too low, okay or too high
(low(·), ok(·), high(·)) are assigned with a truth value by

the constraints xτ,c < lbτ,c → low(xτ,c), lbτ,c ≤ xτ,c ≤
ubτ,c → ok(xτ,c), and xτ,c > ubτ,c → high(xτ,c). Since
xτ,c, lbτ,c and ubτ,c are known the truth values of these con-
straints can be evaluated a-priori and do not need to be han-
dled by the SAT solver. Thus, every observation αX implies
a truth assignment to the predicates low, ok, high for every
state variable. We use αint

X to denote this truth assignment.
Hence, the observation αX is discretized such that the cur-
rent system state is represented in terms of valid and invalid
intervals.

The system state is valid, if every variable is between its
variable bounds. Thus, the definition of validity is given by
w := > if xτ,c ∈ [lbτ,c, ubτ,c]∀xτ,c ∈ X,⊥ else.

4.3 Prognosis using Gradient Information
The presented reconfiguration approach is based on the as-
sumption that the future interval of a state variable can be
predicted from the current state and information about the
gradient. In detail, from low(xτ,c)∧pos(ẋτ,c), where pos(·)
is a predicate symbol which is true if the sign of ẋτ,c is posi-
tive, can be drawn that xτ,c will be ok in a finite time. Thus,
no further reconfiguration is necessary. The sign of the gra-
dient is determined using the sign of the backwards differ-
ence quotient. To recover variables which are low but do not
satisfy the above constraint, i.e. the gradient sign is either
zero or negative, further actions for recovery are necessary.
To increase a variable, either a binary variable leading to an
increase needs to be activated or a binary variable leading to
a decrease needs to be deactivated. This is represented by

low(xτ,c) ∧ ¬pos(ẋτ,c)→∨
bij∈IN

(¬pre(bij) ∧ bij) ∨
∨

bij∈DE

(pre(bij) ∧ ¬bij) (2)

where the pre-operator returns the value of a variable in the
prior time step, IN,DE denote the binary variables leading
to an increase/decrease which are drawn from the system
description SD. The decrease of variables which are high is
performed analogously. The conjunction of the constraints
(2) for every state variable for low and high is denoted by
Re.

4.4 Overall Solution using SAT

Algorithm 1: IntervalReconf
Input: HRP = (B,X, SD,w, αB , α

int
X ), Re

Output: α∗B or error
1 nub ← 1

2 while nub ≤ |B| do
3 β ← (

∑
(i,j)

(
bij ⊕ pre(bij)

)
≤ nub)

4 if SAT(SD ∧ αint
X ∧ (Re ∧ αB) ∧ β) then

5 α∗B ←MODEL(SD ∧ αint
X ∧ (Re ∧ αB) ∧ β)

6 return α∗B
7 else
8 nub ← nub + 1

// no solution found
9 return error

Algorithm 1 shows how the overall solution is done. The
functions SAT and MODEL are functions of the used SAT
solver and check if the given formula is satisfiable or return
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at the bottom. Thus, the flows through the valves depend on
the water levels in the tanks. The goal of the system is to
deliver water through the outflow of T2.

the corresponding model, if it exists. The hybrid reconfig-
uration problem HRP and the reconfiguration events Re
are input to the algorithm. The core of the algorithm is the
satisfiability check of the formula in line 4 which consists
of the system description SD, αint

X which assigns the pred-
icates indicating the actual interval a truth value, Re ∧ αB
which encodes how to perform reconfiguration where αB
denotes the previous values of the binary variables, and the
constraint β containing an upper bound for binary changes
nub to maintain system stability (l. 3). Starting with 1 (l.
1), the upper bound is increased (l. 8) until a satisfying as-
signment to the formula is found or the number of possible
changes is reached (l. 2). This is a cardinality constraint
which can be transformed to conjunctive normal form such
that satisfiability can still be checked by a standard solver
[30]. If a satisfying assignment exists (l. 4), it is identified
(l. 5) and returned (l. 6). Otherwise, no reconfiguration
exists and an error is returned (l. 9).

5 Evaluation
Until today, no benchmark of hybrid systems with injected
faults exists [3]. Thus, the running example and the bench-
mark problem as presented by Heiming et al. [31] consist-
ing of three tanks, four valves and two pumps are used for
evaluation. Both systems have already been used to serve
as examples for reconfiguration problems [15]. They are
simulated in Modelica [32], the satisfiability of the logical
formula is checked using Z3 [33].

For reconfiguration, faults are not separated according to
the component they affect but to their effect on the state vari-
ables of the system. Continuous faults lead to a continuous
change of at least one state variable, for example a leak in
a tank. Discrete faults lead to an abrupt change of at least
one state variable, for example due to someone adding some
extra water to one tank. Temporal effects, like a creeping
loss of temperature are handled as soon as the first variable
reaches an interval bound.

Illustrative Example on Two-Tank-System
In case of no faults, the two-tank system from the running
example operates in the standard configuration with the in-
flows v01, v02 and the outflows v10, v20 being open and both
heating elements and both cooling elements being turned
on. The pumps are not used. As can be seen in Figure 5,
without faults the water levels and the temperatures in both
tanks are constant. At time t = 60s, the water level in T1
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Figure 5: Water level and temperature in tanks T1 and T2
with abrupt drop of water level in T1 at t = 60s. The black,
dashed lines indicate the bound values for the valid areas.

Table 1: Amount of correctly reconfigured test cases.
test cases # cases # reconf. amount in %

continuous 34 34 100
discrete 32 32 100

multiple continuous 4 4 100
multiple hybrid 5 4 80

multiple discrete 7 4 57

decreases abruptly by 42%. The gradient-based reconfigu-
ration method is applied and the outflow v10 is closed. Thus,
the temperature in the tank rises, since the heaters heat up
less water. When the temperature reaches the upper limit of
80 degrees (at approximately 80s), the heating element H1

is turned off and the temperature falls again. The outflow is
opened since a valid water level is reached again.

5.1 Empirical Evaluation
In total, 80 faults are injected into the systems. In both sys-
tems, continuous faults are represented by leaks in one tank
(2 cases per system), one of the valves being stuck in either
open or closed position (8 cases per system) and one of the
pumps being stuck on full power or blocked (4 cases per
system). Discrete faults are abrupt drops and rises (5 test
cases each with varying intensity from 20% to 70% of cur-
rent water level per system) of the water level of one tank,
e.g. by manual adding cold or hot water to the system.

In the running example, which processes temperature in
addition to fluid, further faults are injected. Temperature
losses and rises (1 case each) and failing heating and cool-
ing elements (4 cases) are continuous faults, discrete drops
and rises of temperature (6 test cases each with varying in-
tensity from 7% to 42% of current temperature) are discrete
faults. Additionally, multiple simultaneous faults are sim-
ulated which are either a combination of two continuous
faults (4 test cases combining heating/cooler failures with
stuck valves/pumps), a continuous and a discrete fault (5
test cases combining heater/cooler failures with abrupt wa-
ter loss) or a combination of two discrete faults (5 test cases
combining water and temperature loss, 1 test case per sys-
tem combining water loss in two tanks).

The results of the evaluation of the test cases are shown in
Table 1. All of the continuous, discrete and multiple contin-
uous faults are solved correctly. When it comes to multiple
faults with at least one discrete fault, the method is only
capable of handling 80% (mixed hybrid) to 57% (mixed
discrete) fault since multiple faults often lead to goal con-
flicts: Not only one state variable needs to be changed, but
multiple ones which can lead to contradicting constraints.



Since no prioritization of goals is done, the reconfiguration
method tries to recover every invalid state variable simulta-
neously which is not always possible.

6 Conclusion
Reconfiguration is the task of restoring valid behavior after a
fault has occurred. Especially for hybrid systems, the prob-
lem of reconfiguration is not yet solved. To handle the com-
plexity of hybrid system an abstraction of the hybrid system
in FOL, gathered from a state space representation, is used.
Therefore, continuous variables are decomposed into a fi-
nite number of intervals that are integrated into FOL, which
is capable of handling the problem of combinatorial explo-
sion. To integrate the dynamic behavior information about
the gradient of state variables is included.

The results show that the reconfiguration method is capa-
ble of handling single faults and even multiple continuous
faults very well. Since the presented approach omits the
need for a quantification of the gradient and a prediction is
only done for the next time step, the risk of false predic-
tions due to noise or a state space explosion are low. Espe-
cially the multiple discrete faults are hard to handle for the
reconfiguration method since they often lead to goal con-
flicts. Adding a prioritization to the goals will enable the
methods to handle the faults one by one. Since the faults
simulated concern every component and connection in the
systems and even combined faults are considered, we be-
lieve that the examined faults cover a wide range of possible
faults. Additionally, since no assumption on the application
area of process engineering is done, we assume the approach
to be transferable to a wide range of hybrid systems. To cor-
roborate these assumptions, we will evaluate the approach
using examples from other areas, including real-world sys-
tems.

At the moment, full system observability is required.
However, this requirement may not always be satisfied, es-
pecially for real-world systems. How to define validity for
partially observable systems and how to solve the corre-
sponding reconfiguration problem will be examined in the
future.

References
[1] Sylviane Gentil, Jacky Montmain, and Christophe

Combastel. Combining fdi and ai approaches within
causal-model-based diagnosis. IEEE Transactions on
Systems, Man, and Cybernetics, Part B (Cybernetics),
34(5):2207–2221, 2004.

[2] Leonid I Perlovsky. Conundrum of combinatorial
complexity. IEEE Transactions on Pattern Analysis
and Machine Intelligence, 20(6):666–670, 1998.

[3] Ion Matei, Johan de Kleer, Alexander Feldman, Rahul
Rai, and Souma Chowdhury. Hybrid modeling: Ap-
plications in real-time diagnosis. arXiv preprint
arXiv:2003.02671, 2020.

[4] Kaja Balzereit and Oliver Niggemann. Automated
reconfiguration of cyber-physical production systems
using satisfiability modulo theories. In 3rd IEEE In-
ternational Conference on Industrial Cyber-Physical
Systems, 11 2020.

[5] Roni Stern and Brendan Juba. Safe partial diagnosis
from normal observations. Proceedings of the Thirty-
Third Conference on Artificial Intelligence, 2019.

[6] Oliver Niggemann, Benno Stein, Asmir Vodencarevic,
Alexander Maier, and Hans Kleine Büning. Learning
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